This article will discuss identity management and profiling with respect to e-inclusion. Einclusion is an EU commission priority within the i2010 initiative, and in particular privacy challenges in e-inclusive ICT are clearly stated in several national e-inclusion policies in Finland, Norway, Portugal, Romania and Spain in . Inclusive information systems adapt to users' special needs based on a profile of the users' capabilities. Identity management faces new challenges related to profiling and identification in e-inclusion: 1. Usability & accessibility issues of identity management technology 2. New challenges for personal privacy and profiling Our article will discuss these new aspects and present new research issues for both the identity management and the e-inclusion communities.
Introduction to e-inclusive information systems
It is politically recognized that being able to take part in the modern information society is a central political goal (EC 1995 . Therefore integration of all users, often referred to as e-inclusion, has become an important policy area. Several initiatives support e-inclusion. Examples are the European i2010 initiative on e-Inclusion (EC 2005) and the Riga Ministerial Declaration where 34 European countries expressed their strong commitment to promote an inclusive and barrier-free Information Society (EC 2006) . Also, the Unites Nations' Convention on the Rights of Persons with Disabilities promotes access for persons with disabilities to new information and communications technologies and systems, including the Internet. E-Inclusion is a wide term covering both that of making ICT itself inclusive, and the use of ICT to achieve wider inclusion objectives in relation to economical, educational, socio-economic, racial, age-and class-related issues. As digital divides along economic and educational lines narrows, new divides are becoming more apparent, especially accessibility related divides for people with disabilities (Zimmerman et al. 2001) . In the following we will concentrate on design issues related to accessibility, usability and security of identity management technology.
A third important issue of inclusive design is the importance of standards and guidelines so that people, who use various technologies, including assistive technology, can use ICT products and services. The next section discusses some relevant standards and guidelines.
Standards and guidelines
In many countries, such as, in the US, Australia, Japan and in the European Union legislative actions are put in place to require public bodies and companies to make sure that their products and services are accessible and usable by as many users as possible, including elderly people and people with disabilities. Therefore, there is an increasingly number of laws that are referring to, and requiring conformity to standards and guidelines related to DfA. Thus, many standardization initiatives are directly and indirectly stimulated by the European Commission and other national bodies (Engelen 2007 ). In addition, many stakeholder groups and NGO's are contributing to guidelines and standards within this field. Since there are still relatively few official formal standards within this area, legislation in various countries do not always refer to official formal standards, but to guidelines in order to specify the details of the laws. One very well known example of this is the World Wide Web consortium and especially the Web Accessibility Initiative that has produced several guidelines on web accessibility. These guidelines are almost universally accepted as the primary reference point for web accessibility matters. However, some countries establishing legislative actions for imposing web accessibility will not refer to the WAI guidelines as the W3C cannot be considered a standardization body in the proper sense of the word (ibid.). In Europe, there are mainly three official standardization groups CEN, CENELEC and ETSI. Their international counterparts are respectively ISO, IEC and ITU-T. Fortunately, there is some coordination of the work in the fields of Assistive Technology (AT) and Design for All (DfA). A concrete initiative was the European Commission Mandate 283 to promote the use of barrier-free design in the standardization process. This mandate stated that "it is essential that the principles of design for all, adaptive design and assistive technology are applied throughout the standardization process". The work was jointly carried out by a working group constituted by CEN/CENELEC and ISO/IEC (Engelen 2007) . The working group had representatives of CEN and CENELEC, ETSI, ANEC and other consumers and manufacturers organizations. It was decided to transfer the ISO/IEC Guide 71 "Guidelines to address the needs of older persons and people with disabilities" into a European deliverable. This is how CEN/CENELEC Guide 6 came about. It is important to note that ISO/IEC Guide 71 and CEN/CENELEC Guide 6 are identical documents. Other coordination activities at European level are carried out through the ICT standards Board -ITCSB and The Design for All and Assistive Technology Standardization Co-ordination group -DATSCG. In the US several legislative actions have been undertaken, where the most important are the American with Disabilities Act (ADA) and the Federal Rehabilitation Act (Section 508). Outside observers, such as the European Union has been invited to participate in the 2007 revision of the Section 508 Guidelines.
Conformity
There exist several tools, both checklists and software, to evaluate whether an ICT product or service complies with different standards and guidelines. Pointers to additional resources such as checklists and conformity tools can often be found at the websites of the specific standards or guidelines. See for example the (W3C WAI) website and the (Section 508) website. The EIAO project, the European Internet Accessibility Project develops methodology and a demonstrator robot that can perform large scale accessibility evaluation of Internet sites. The accessibility evaluation methodology is based on the W3C WAI guidelines (EIAO 2005 
Standards and accessible authentication
The CEN/CENELEC Guide 6 requires information presentation and representation in alternative formats. It states that by providing all input and all output, i.e. information and functions, in at least one alternative format, for instance visual and tactile, more people, including some with language/literacy problems, may be helped. The guide also briefly discusses alternatives to biological identification and operation: "Where biometric forms of identification are intended, an alternative form of identification or activation should also be provided. For example, if systems require a retinal scan and a person does not have a retina, or the system requires a fingerprint and the person does not have hands or uses a prosthesis, such people are unable to operate the devices unless some alternative form of identification is substituted." (CEN/CENELEC 2002) . A W3C note on Turing tests discusses both accessibility and security problems with so-called captcha's (May 2005) . The most common use of this method is to make the user read a distorted set of characters from a bitmapped image, and enter those characters into a form. This visual verification presents huge barriers to users who are blind, visually impaired or dyslexic. Because of these accessibility barriers, the note advocates to seriously consider the use of other and alternative methods of limiting spam. Even though it mentions audio based captcha codes and other alternatives it rather hopes for better methods of identification by use of biometric technology in conjunction with single sign-on services. However, as is noted, Biometric systems will also have to take into account the fact that not all people have the same physical features (ibid.)
The need for inclusive identity management
Official figures from the USA say that about 48.9 million Americans, or 19.4 percent of the population (non-institutionalized), have a disability that interferes with common activities of daily living. The prevalence of some common types of impairments among working age adults (from 18 to 64 years) in the U.S are as follows (Stevenson et al. 2003) :
• Approximately one in four (27%) have a visual difficulty or impairment.
• One in four (26%) have a dexterity difficulty or impairment.
• One in five (21%) have a hearing difficulty or impairment.
• One in five have a cognitive difficulty or impairment (20%) and • About (4%) have a speech difficulty or impairment. The study identified individuals who "self-identify" as having a disability or impairment as well as individuals who have difficulty with certain tasks but who do not identify themselves as having a disability or impairment. Their findings show that the majority, about 60%, of working-age adults in the U.S. are likely to benefit from the use of accessible technology (Stevenson et al. 2003) . Accessible technology is technology that can be adapted or adjusted to meet individual visual, hearing, dexterity, cognitive, and speech needs (Stevenson et al. 2004) . As in the U.S, the European population is ageing, and the average age of the computer users is rising. The prevalence of disabilities increases with age at a significant rate (Steg et al. 2006 ). This will only increase the need for accessible technology that makes it possible to do adaptations to compensate for physical or cognitive difficulties and impairments. There is, to our knowledge, no statistics that shows to what extent different user groups have problems with using identity management and authentication mechanism. However, there are studies that suggest that such problems constitute a significant part of calls to helpdesk services. Gartner found that about 30 percent of the help desk calls were about password resets (Tari et al. 2006) . Similarly, about one third of the help desk requests to an eGovernment service (www.altinn.no) were related to how to log on to the service (Udjus 2007) .
Are current technologies suitable for universal design of secure, e-inclusive systems?
A closer analysis of identity management systems (IMS) with respect to e-inclusion reveals a number of open issues. The discussion of these will be along the type classification in (Fidis 2005a) where identity management systems are grouped into:
Type 1: IMS for account management, implementing authentication, authorization, and accounting, Type 2: IMS for profiling of user data by an organization, e.g. detailed log files or data warehouses which support e.g., personalized services or the analysis of customer behavior, Type 3: IMS for user-controlled context-dependent role and pseudonym management The following three sections will analyze authentication, profiling and role/identity management with the e-inclusion perspective.
Authentication versus e-inclusion
This section illustrates some of the challenges of e-inclusive authentication. The problems and issues herein relate to type-1 IDM systems. A taxonomy of such systems is shown in Figure 1 . In order to be able to use a large number of public and private services the user must be authenticated. A very basic requirement for e-inclusion is therefore that the authentication methods can be used by as broad a range of users as possible. Common authentication methods include passwords and PINs, tokens and smart cards, and use of 3rd-party channels such as one-time codes from tokens or code generators. These methods can be difficult or impossible to use for special needs users. The article discusses problems with authentication methods and presents examples of alternative authentication technology and requirements for these. For example, PIN-codes are typically not well suited for users with reduced memory or people that have problems with handling numbers (dyscalculia). Similarly, it turns out that logon procedures that requires passwords may lead to major problems for people with a low level of literacy or dyslexia. Another common method is visual verification of a bitmapped image (a "captcha" code, see (Ahn et al. 2004; Jameel et al. 2007; May 2005 ). This is a major problem for users who are visually impaired, or have a learning disability. For the various authentication methods, it is necessary to consider usability and accessibility issues. Biometrics could be a solution to many of these problems, but again, there is no single biometric method that can accommodate all users. A blind or visually impaired person may not be able to utilize visual cues necessary to perform an iris scan. An amputee may be precluded from fingerprint identification etc. Therefore, in most cases, alternative methods should be made available. According to Jameel's taxonomy ), authentication methods can be divided in three categories:
1. Knowledge-based authentication: Systems based on the knowledge of a secret, e.g. passwords or PIN/TAN. 2. Token-or possesion-based authentication: Systems based on the possession of a token (a physical or electronic unique authentication resource). This could for example be a cryptographic key or certificate, a smart card, a number sequence generator. 3. Biometric authentication: The use of unique personal, physical traits as input for authentication. In some systems, combinations of authentication methods are used, e.g. in so-called "twofactor authentication" where a secret and a token is needed. Usually, a security system implementation decides upon one authentication system, and then deploys it for all its users.
In the e-inclusion perspective, the use of a single authentication method will exclude users from the authentication procedure, as for any authentication method, there is a user group that has difficulties using it. The same holds for updates of authentication procedures, e.g. in online banking portals: Enhancing PIN/TAN into "mobile TAN" instantly excludes special needs users if they are not taken care of in the respecification of the authentication mechanisms. Some authentication methods are discussed from various disabled user's views in Table 1 We present some promising examples of alternative authentication methods in the sections below.
Authentication tokens with large display and audio

Figure 2: Diverse authentication tokens
The use of security tokens in combination with a web-site represents accessibility challenges for many users, especially those with reading disabilities, especially with tokens as shown in Figure 2 . Some dyslectics and people with dyscalculia may have problems in reading codes from a token, especially when the number of digits or characters increases. Obviously blind people cannot read a code card (see Figure 3) , and many elderly and visually impaired people also have problems with code cards with very small text size. Some blind people solves this by letting someone they trust read them the codes which they then stores somewhere, either as audio, or as text or Braille on paper or on their computer.
Figure 3: Visually impaired user with an authentication token In order to increase the security, many Internet banks are replacing code cards with a hardware token that generates a onetime authentication code. Again, the text size represents a challenge to many users. Another challenge is the display time which may be too short, especially if the user needs to use a magnifying glass in order to interpret the code, or if the user is dyslectic and needs longer time to be sure about the sequence. However, there is a potential in making code calculators more accessible. For example the bank DnB NOR in Norway offer their visually impaired customers a hardware token with large display with clear contrasts and text to speech functionality which can read the code out load through earplugs. Another solution that can be accessible for blind and visually impaired users is adopted by the Norwegian bank Skandiabanken. Here the user can select to have a one time password sent to their mobile phone via a Short Message Service (SMS-message). In Norway, an increasing number of blind and visually impaired people have text-to-speech functionality installed on their mobile phone. Thereby they can have the one-time password read out load to them by their mobile phone while using earplugs. In a field study of ICT barriers of blind and visually impaired people this solution was therefore considered positively (Fuglerud et al. 2008) . Google introduced a similar SMS-based security measure for account creation because of its architectural constraints with real costs. The aim was to decrease the feasibility of exploiting the web resource. The solution has been criticized however, because it may introduce socioeconomic barriers for people without access to mobile phones (May 2005) . This may still be a very valid objection in many parts of the world, and especially the number of people with access to mobile phones with text-to-speech software may be limited.
Audio based capthca codes
Figure 4: From the registration process at www.facebook.com
There exists solution that provides audio based captcha codes rather than visual based capthca codes. This is an option in the registration process e.g. at Facebook.com, shown in Figure 4 . Image based authentication Schmidt et. al (2004) reports on a study of users using an image based authentication method. The idea of this approach is to offer people with poor reading and writing skills the opportunity to select and remember images instead of a password based on numbers and/or letters. The user had to select one image out of 24 images, three times. The sequence of three images that the user selected would be their password. The security achieved by selecting three images from three sets of 24 images would be similar to a 4 digit PIN. The study showed that the login time was significantly reduced with the image based authentication method. The study also found that many of the participants were able to remember their image based pictures after several weeks without problems. Whereas most of them had difficulties in remembering a password or a PIN code after several weeks.
Biometrics Pro & Contra
Biometric authentication such as fingerprint scanning, retina scanning or voice recognition systems can be considered easy for users with cognitive problems. There is no need to remember secrets, or to operate authentication tokens, handle PIN codes or follow unintuitive "mobile TAN" procedures on mobile phones. Authentication is done just by pressing a finger to a scanner. However, biometric authentication might have large disadvantages in field use. Fingerprint scanning is clearly not suitable for paralyzed users who cannot defend themselves against having their finger scanned by a malicious intruder in their proximity. Elderly users suffering e.g. from Parkinson's disease might not be able to keep the finger still long enough for a successful scan. Finally, there are special-needs user with no fingers. A blind person might have major objections in providing electronic signatures authenticated by a fingerprint while they cannot see the system they give their fingerprint to. Voice recognition systems are vulnerable to lingual titubation, background noise, throat infections and serious privacy issues when used around other people. Concluding, it can be assumed that there is not one biometric authentication solution that will be e-inclusive.
Open issues
E-inclusive authentication methods have yet to be specified. As discussed above, e-inclusive systems very likely need adaptive security measures with several channels. Additionally, changes in the user interface and usage procedures might not be made fast to prevent user exclusion. Many authentication methods are not suitable for special needs users, and must be adapted. This holds for server-side authentication functions as well as for tokens or other technology on the user side. The principal research challenges are:
• Creation of a taxonomy of authentication usability with respect to e-inclusion:
The elaboration of usability and security levels of authentication methods as sketched in table 1 needs to be elaborated into a taxonomy of usable authentication methods.
• Development of adaptive, multi-channel and multi-modal authentication strategies: A single authentication method will always exclude some users. Development work should be put into the design of authentication methods that contain several channels, modalities and adaption options for various user needs.
• Development of usability measuring methods for authentication methods:
Standardized ways of evaluation of authentication usability would speed up testing, certification and evaluation of e-inclusive authentication methods. Such metrics should measure security levels as well as usability levels.
Special needs profiling, adaptive inclusive systems & privacy risks
This section relates to IMS type 2: Identity management systems for profiling of user data by an organization, e.g. detailed log files or data warehouses which support e.g., personalized services or the analysis of customer.
Profiling
We depart from the following definition of profiling: Profiling is "The process of constructing profiles (correlated data), that identify and represent either a person or a group/category/cluster" (FIDIS D7.2: Descriptive analysis and inventory of profiling practices") (Fidis 2005b, p. 33) . There are in principle two types of profiling: group profiling, typically (e.g use of data mining techniques to establish general, abstract profiles of a group) and personalized profiling which is focused in this paper. On the general level, it is likely that that profiling technologies will have a profound impact on access to and participation in the Information Society, as profiles 'could possibly be used against individuals without their knowledge, thus shaping their access to facilities, goods and services, also potentially restricting their movement and invading personal space. In fact, this would regulate their access to, and participation in, the European Information Society' (Levi et al. 2004 ).
Personalized profiles and special needs
E-inclusive systems may process personalized special-needs user profiles that model disabilities, cognitive requirements and personal weaknesses. Personalization means that systems can be adapted to meet the individual user needs. Personalization includes the technologies, techniques and design features that are employed to configure system interfaces to meet the interaction needs of an individual end-user by personal choice whereby the enduser requests a particular design feature. At the core of personalized services is the user profile or personal profile, which gathers the user preferences and data. This particular approach to personalization resonates well with the Universal Design' principles mentioned above. These aim to support systems that can be accessed and utilized by all users regardless of the user's cognitive, physical or sensory characteristics. However, pursuing a Universal Design approach does not mean that solutions are not adapted or personalized to the needs of the specific user. For example, an experienced ICT user may want to skip what she finds as tedious and unnecessary instruction whereas the novice may find such help useful. A solution to this may be that personalization is adopted as a design approach that is available to all user' on request, rather than an enforced design feature. Personalized profiles are particularly valuable for people with special needs as they often have needs that are not satisfied by simply implementing standardized accessibility guidelines and solutions, typically directed towards an average user with a desktop computer. (Cremers et al. 2004 ). Importantly, as indicated before, this is not a tiny minority but rather the majority of computer users. Most current accessibility guidelines are of this kind, but they do not take into account that people with special needs often will require targeted, specific type of support. Personalized support aiming to meet these specific needs is important. Adaptive systems that utilize profiles may be able to better support the user with special needs by: (see also FIDIS D7.2: Descriptive analysis and inventory of profiling practices" p 33)
• Filtering out the irrelevant information (reducing cognitive load), by delivering this information at the right time (just in time); For example: for various disabled groups, it is often crucially important that the relevant information is as brief, accurate and relevant as possible.
• Choosing a form of delivery that maximizes its impact on this user (taking into account the cognitive style of the user); For example: the user interface is designed according to the medical and/or cognitive profile of the user with special needs, e.g. interfaces for blind people or for people with dyslexia.
• By proposing very contextualized help (the system is aware of the task in which the user is currently engaged into). For example: for the cognitively disabled user it is helpful with contextualized help, e.g. to provide relevant online support in writing processes. In order to succeed in supporting the person with special needs, a use model must be developed and often also a cognitive profile defined. As noted in the FIDIS project, there are actually few examples of projects and products, even R&D prototypes that provide adaptive, personalized, cognitive profiles for people with special needs. One recent example is the DIADEM project that the authors participate in. The DIADEM project (http://www.projectdiadem.eu/) aims at providing an adaptable web browser interface in order to enable people who suffer a reduction of cognitive skills, to remain active and independent members of society. This will be achieved by developing an expert system that monitors the user, adapting and personalizing the computer interface to enable people to interact with web based forms. This system will be located on the user's PC and will ensure that the many services available over the Internet are open and accessible to as many people as possible, whilst providing privacy and security. The user interface is dynamically adjusted to the needs of the user based on input data from the user herself.
Challenges and concerns
Profiling (group profiling and personalized profiling) can in several way be valuable for people with special needs, but there are also several challenges and concerns related to privacy and ethics.
• Stigmatization and exclusion: extensive use of group profiling can be used to exclude rather than include people with special needs; or profiles could be used for economic exploitation e.g. in price discrimination or impulse shopping
• Personalized profiles require extensive use of personal data that are sensitive • Extensive use of personalized profiles may lead to process of proliferation of personal data that come out of control • Personalized, cognitive profiles may require sensitive medical data about persons (e.g. cognitively disabled) that are not aware that their data are used and are not likely to stand up for their right for privacy or medical privacy
Open issues
• Development of a framework of privacy and security risks and consequences of special-needs profiling in ICT infrastructures: Risk assessment and consequences of privacy incidents in ICT are not well researched . Specific privacy and security risks for disabled persons who are profiled in ICT systems have not been assessed yet. However, with the recent vandalism incident targeted at a forum for epilepsy patients, some of the risks of poor security and identity management became obvious (Poulsen 2008) . Risk modeling for profiling of disabilities should be researched.
• Research and development of privacy-respecting adaption and personalization mechanisms -information systems without profiles: As most of the contemporary profiling mechanisms use explicitly gathered and database-stored profiles, or gather personal information during the use of the systems by the users, there is a clear need to research into information systems for e-inclusion and adaption that minimize the need for stored personal disability profiles.
• Control techniques for profile data, their flow in ICT systems and their usage by systems: Often, profiling information is provided voluntarily by users of contextaware services. However, such an opt-in approach is not appropriate in the case of adaptive systems for disabilities, as the disabled users don't have an opt-out option on the services they depend upon. Such systems should be built in ways that strictly control information storage, information flow, information access and usage in such infrastructures. How this goal is reached is a topic for future research.
• Research and resolution of medical privacy issues on systems with disability profiles: Accumulation of disability profiles creates a profile of medical conditions. It is yet uncertain whether such information would turn the e-inclusive information infrastructure as a whole into a medical information system that is subject to medical privacy rules and regulations. How much this holds, and how this can be managed should be researched.
Identity Management with respect to special needs
This section relates to IMS type 3, which are user-controlled context-dependent role and pseudonym management systems. In (Fidis 2005a, p. 14) In other words, type 3 IMS enable the user to choose how identifiable he or she wants to be against a service or against other users. Such identity management has some important implications:
• users should be enabled to participate anonymously or pseudonymously
• users decide which of their personal attributes shall be revealed in which context • users might like to keep track about what has been revealed • to engage in e-commerce, forms of payment that support IDM with type 3 IMS can be necessary, e.g. anonymous payment mechanisms. Why would special needs users care, with their difficulties in accessing plain services with simpler IDM mechanisms? There is evidence that such users might have interests in determining when and who should get knowledge about their identity and disability status. While some explicit modeling of disabilities, special input or output equipment and such must be configured to systems, at the same time the special-needs users prefer not to be discovered as special-needs users. This enables them to engage in "normal" interactions on virtual platforms, where the disabilities are not visible (Zubal-Ruggeri 2007) . However, in some cases, "trolling" -the invasion of special-interest forums by curious or malicious people might render such fora unusable. Here, too much anonymity might hurt the purpose of the service (Herring et al. 2002) . Various new topics in handling identities of special-needs users come into focus. Users might choose not to reveal disabilities to look like other users of an online service, while in other contexts they prefer adaptive systems or special interest groups where disabilities are identifiable.
To support user-controlled identity management, some research prototypes have been implemented. They are briefly discussed below.
Reachability manager
An early effort in user-controlled identity management was the "Erreichbarkeitsmanager" (Reachability manager) project (Reichenbach et al. 1997) . The protected information here was the reachability status of the owner of a mobile phone. Phone owners could configure their reachability dependent on many caller attributes, profiles and credentials. The purpose of the system was the user-controlled reachability for selected callers in various situations. The implemented prototype used mobile phones and Apple Newton personal digital assistants as the trial infrastructure. Some surveys along the project gave positive feedback from professional users. However, no special consideration for usability & e-inclusion issues was made at the time. iManager In Jendricke et al (2000) iManager is presented as a type 3 identity management system with a user-friendly interface. Its underlying model identifies several states of observability and confidentiality for user actions. A rules database combines such required states through usage policies with various security mechanisms, e.g. anonymizing services and credential management. Configuration through end-users is performed mainly through a policy-driven approach. iManager was implemented prototypically in Java at Albert-Ludwigs-University in Freiburg, Germany, IDEMIX Camenisch et al.(2002) describes a radically new approach towards type 3 identity management. IBM Research developed a family of protocols based on zero-knowledgeproofs and other advanced cryptographic techniques supporting the concept of "anonymous credentials". Such credentials are pieces of data that can be used to show identity-related information such as age, possession of driver's licenses etc. without revealing other identifying information. With an infrastructure based on IDEMIX, digital tokens for many kinds of authentication, registration or service adaption could be used in anonymous ways. IDEMIX is currently being integrated into the Eclipse Higgins open source software development system (http://wiki.eclipse.org/Idemix_Provider). However, IDEMIX offers many usage options, and thus requires users to manage a growing complexity. The integration of IDEMIX into a user-friendly management interface, e.g. similar to iManager, still needs to be done. As IDEMIX handles many cryptographic secrets and related security information, cognitive models for all users must be found to safely deploy IDEMIX to the public.
Open issues
Concerning e-inclusive, adaptive information systems, can user-controlled identity management be implemented, and does it help users with special needs? How can disabilityrelated identity information be hidden in e-inclusive systems? How can disability-related identity information be used for system adaption, authentication and other purposes in secure & anonymous ways? Are identity management systems of type 3 usable and e-inclusive? How do disabled users wish to manage their identities? What metaphors and interfaces are needed to enable all users to manage their on-line identities? The discussion needs to focus on two aspects:
1. Adaptive, user-profiling information systems: Adaptive information systems need knowledge about users to adapt. A braille terminal will always request information in plain text, while a cognitively challenged person will always be observable within a session as having a higher error rate and slower response rate than the average user.
To provide e-inclusive, adaptive systems with such information, it cannot be effectively removed from the systems. A common strategy in such situations is the effort to anonymize sessions while interacting with information systems. Various technologies and concepts supporting the separation of sessions and identity have been developed in the area of Privacy-enhancing technologies (PET). Such systems include the concept of secure anonymous channels that connect important parts of the infrastructure, where the access to the channel implicitly expresses group affiliation (Koelsch et al. 2005 ) with a specific prototype described in (Zibuschka et al. 2007 ). While this works on an individual level, some special needs users could be grouped into larger segments of needs. For synchronous, anonymous access to services through groups, where the whole group creates the anonymity set, a solution for maporiented location-based services has been presented in (Kohlweiss et al, 2007) . Such an infrastructure can be deployed for groups of special needs users as well. The concept of location camouflaging in (Fritsch 2008) suggests hiding the real user transaction in a cloud of artificial, simulated accesses to obscure the real person's identity. However, the deployment of such techniques to various e-inclusion target groups has yet to be done. 2. User-controlled identity management: Although some approaches and prototypes of type 3 IMS exist, the major critique from the usability experts warns about exposing the user to high degrees of complexity, while users seek to get things done with the least possible effort (Dhamija et al. 2008) . Such complexity might confuse even users without disabilities, as (Pettersson et al. 2005) found that users of various interfaces to privacy management get confused between pseudonyms and the real world even on user-friendlier interfaces.
Conclusion and Outlook
The focus of this paper has been the need for inclusive identity management mechanisms such that this will benefit everyone, including people with disabilities and special needs. A fundamental challenge for inclusive identity management is the change of perspective concerning the information security technologies involved. While security engineering usually targets the highest security level for a particular authentication method, or for particular security goals, inclusive systems must provide several alternatives to users. Additionally, the capabilities of humans change over time, implying a life cycle of usable security techniques that will be used consecutively in a user's life.
We have pointed out several open research issues for each of three types of identity management systems; authentication, profiling and user controlled and context-dependent IMS systems. The open issues are not only technology related, but spans over several disciplines. This includes mainstreaming inclusive design in the development usable and accessible multimodal authentication mechanisms in different channels, careful considering of profiling and privacy matters, the need for standardization and interoperability with assistive technologies and the need for viable models and incentives to system providers. Research, design and testing of identity management systems and their security features, such as authentication techniques, is a fundamental research challenge. Without sufficient solutions in this area, many users may be excluded from the participation in the electronic society right from the login screen. We have shown that this is a complex field that involves work in different areas. We think this fosters an interdisciplinary effort, and that it is of particular importance to ensure that the needs of users with disabilities and special needs and other stakeholder are taken into account by the involvement of these groups in future research activities within this area. We sketched the research agenda fort his effort in Figure 5 .
